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Gidi thiéu

Tong quan thi nghiém

IPSIP Viét Nam da thd nghiém gidi phap
FlexSecure360 Email and Cloud Security nham Ung
phd v8i su két hgp cla cac cudc tan cong cod chu
dich st dung céac k¥ thuat pho bién va cac cudc tan
cong cdng khai dang dién ra trén Internet tai thdi

diém thi nghiém.

K&t qua cho thay muc dé hiéu qua cua giai phap vé
kha nang phat hién va/hoac bao vé trudc cac maoi de
doa (threat) theo thdi gian thuc va trong khoang

thdi gian ngan sau khi cac cudc tan cong dién ra.

Muc tiéu

Nham cung cap mot goéc nhin trung thuc, khach
quan va day du théng tin vé kha nang phong thu
cla nén tadng bdo mat email trudc nhing ké tan

cbng nham vao doanh nghiép.

Bdo cdo thd nghiém Bao mat nadng cao | Bao vé
Email | FlexSecure360 Email and Cloud Security |

Thang 5, 2025



Gigi thiéu vé IPSIP Viét Nam

"Ching nhan ndy khang dinh cam két cla céng
ty chung téi trong viéc tuan thd cac tiéu chuan
chuyén nghiép, ap dung cac thuc hanh bao mat

tét nhat va khéng ngung cai tién."

NS phan anh su tan tuy cla chung tbi trong viéc cung cap
cac giadi phap dang tin cay, chat lugng cao va duy tri niém tin

v38i khach hang cling nhu doi tac.

N&u ban thac mac hodac mudn thao luan vé chi tiét nao trong
bao cao nay, vui long lién hé va8i chung toi. IPSIP Viét Nam
Ung dung mo hinh Threat Intelligence (Tinh bdo méi de doa)
M3i Nnhat nham dam bao cac thd nghiém clia chdng téi thuc

té nhat cé thé.

ThU nghiém bao méat email truéc nhitng ké tan cong
nham vao doanh nghiép: Bo qua cac kich ban thu
nghiém Business Email Compromise sé mang lai nhiéu
rdi ro. Mot thlf nghiém bao mat tot la phai thuc té, su
dung cdc moi de doa dugc thay trong ddi thuc.

Phong thu toan dién: Bado mat email toan dién doi hoi
cac bién phap phong thu nhiéu I8p tich hdp lién mach
v38i cac nén tang nhu Google Workspace hoac Microsoft

365, cung cap cac kha nang phat hién nang cao.

Tiép can chu dong: Bao mat nén co tinh thich Ung va
chi déng, ddm bao rang té chdc cla ban ludén dugc bao

vé ngay ca khi cac moi de doa phat trién.



Tom tat Tong quan

Thi nghiém nay nham danh gia tinh hiéu qua cla Coro Email and Cloud Security trudc moét loat cdc maéi de doa nham vao tap
doan va doanh nghiép nho théng qua email. IPSIP Viét Nam da s dung cac k¥ thuat tan cong cé muc tiéu nang cao (APT) dé

xem xét kha nang xi ly cac moi de doa an ninh mang qua email cda dich vu nay.

Coro Email and Cloud Security Piém d6 chinh xac

Kha nang bao vé 4,545/4,860 94%
Ty & phat hién threat 479/486 99%
Kha ndng nhan biét tin hgp 1é 1,070/1100 97%

Tong dd chinh xac 5,615/5,960




Gidai thuéng Thu nghiém Bao mat nang cao

HieU nang xuat sac Advanced Security

Test Award

The following product
wins the SE Labs award:

Coro Email and Cloud Security d& dat dugc ty |1& D6 chinh xac vé kha nang bao vé tong
thé 1a 94%, chi bo sét moét vai email cd s dung cac ky thuat Social Engineering va

Business Compromise.

Nh{ng diém sbé xuat sac nay da déng goép vao Ty 1& Tong dd chinh xac 94% va giai
thudng AAA danh cho Coro Email and Cloud Security. I:Iﬂ SE LABS

AAA

MAY 2025

Advanced Security
Email Protection

Coro
Email and Cloud
Security




Chung t6i da thu nghiém nhu thé nao?

Cac cudbc tan cong cé muc tiéu bao gom bdn danh muc: Social Engineering; Phishing; Malware; va Business Email Compromise.

Muc tiéu la kiém tra tinh hiéu qua clia tung dich vu va cdu hinh bao mat email truéc mét loat cac loai tan cdng khac nhau.

Test Case Structure
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Social Engineering Phishing Malware Business Email Compromise it
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® Free Money to Transfer ® Apple Account Confirmation ® Sensitive Information Harvesting
® FBI Blackmail ® 0365 Upgrade (Quishing) ® Fake Invoice
® Emergency PayPal Request ® MS Teams Survey (Google Translation Link) ® Macro-Enabled Excel Doc
® Lottery Win ® Dexters Invoice (ZIP Domain Evasion)

® Fund Beneficiary
® Money Mule

Basic examples might include plain text, poor spelling and
grammar alongside obviously unsuitable email addresses

> @]_ Example Test Cases (e.g. an FBI scam sent from a Gmail account). More advanced

options can include message re-coding, more believable email
addresses and malware equipped with anti-virus evasion abilities.

Basic Sophisticated




Co ché Ghi két qua va Tinh diém

Cac email dugc truyén qua internet dén ngudi nhan. Trudc khi vao dugc H6p thu dén, ching phai di qua nhiéu tang dich vu bao

mat khac nhau dé tiép can co s3 ha tang cla chinh muc tiéu. Hoat ddng phat hién va bao vé cé thé dién ra 3 nhiéu giai doan.

Results and Scoring

Eﬂ ______________________________ 5. 5 rarget Organisation
j : Upper

Eﬂ x Management
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: : : Test Staff  Staff  Staff  Staff  Staff
Eﬁ """""""" Threat * Blocked * Inbox
e Social Engineering * Rejected * Notified
o Phishing  Stopped ¢ Edited (allow)
ﬂﬂ """""""" © Malware e Quarantined (admin) o Edited (deny)
 Business Email Compromise ® Quarantined (user) ® Junk
| ; | . - ® Junk (allow)
ﬂ ........................................ ® Junk (deny)




Chi tiét tan cong

Khi th nghiém cac dich vu phong chong nhiing cudc tan cong cé muc tiéu, viéc ddm bao cac kich ban tan céng dugc st dung

sat véi thuc té la diéu vo cung quan trong. IPSIP Viét Nam st dung Threat Intelligence mdi nhat dé xem xét nhiing phuang thc

tan cong da dudc thuc hién trong vai nam qua va mo phong lai mdt cach sat sao.

Ké tan cong/ Nhém APT Phudng thuc Chi tiét

OilRig Ter;;aerwg web dan dén file Driveby-download dén moét file .exe chlta Ransomware

Saint Bear Link @n dan dén file .exe Tai liéu PowerPoint doc hai chda Ransomware

MuddyWater Link an dan dén file .exe Tai liéu PDF doc hai chta Ransomware

APT38 File .exe nén (.zip) File .exe doc hai tao mdt backdoor dén may chu C2

APT29 shellcode/exe File .exe doc hai dudc nén zip tao mot backdoor dén may chu C2
Windshift Link dan dén file .exe File .exe doc hai tao mdt backdoor dén may chu C2




Cac linh vuc muc tiéu va phucdng thic tan cong
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Details

Drive-by download to an .exe file
containing ransomware

Malicious PowerPoint containing
ransomware

Malicious PDF document containing
ransomware

Malicious .exe file that creates a
backdoor to a C2 server

Zipped malicious .exe file that creates a
backdoor to a C2 server

Malicious .exe that creates a backdoor
toa C2 server




1. Két qua Kha nang phat hién moi de doa

Mac du viéc thd nghiém va danh giad cac dich vu bao mat

email rat phuc tap, viéc bdo cdo cac ty 1é phat hién mot cach |PS| P Viét Nam Glél TH | EU

ré rang van co thé thuc hién duge. Cac s6 liéu dudi day tom TH E_C2

tat kha nadng xU ly cdc moi de doa cua mdi dich vu va cau

hinh theo cach tong quat va ca ban nhat. The-C2 1a mot su kién doc quyén ve Threat
Intelligence, chi danh cho khach magi, két néi cac giam

doc diéu hanh doanh nghiép da quéc gia véi nhing

San pham dugc Tyléphat Sélugng Ty lé phat hién

thi nghiém hién bd s6t (%) cong nghé tién tién nhat cua nganh an ninh mang.

Dudc té chuc bdai IPSIP Viét Nam, su kién mang dén

Coro Email and

: 479 7 99% Mot hudng ti€p cdn mai dé thau hiéu dién bién cua
Cloud Security

nhing mMoi de doa va cac gidi phap bao mat dang

phat trién nham phong thu trudc nhiing ké tan céong.



2. Danh gia Tong doé chinh xac

Danh giad tinh hiéu qua ciia moét dich vu bao vé email hosting [a mot bai todn phc tap va phai can nhac nhiéu yéu té. Hang muc
nay khéng chi xem xét khad nang phat hién va bao vé trudc cac moi de doa cua tUng dich vu, ma con danh gid ca cach xu ly

Nhng théng tin *khéng déc hai”.

San pham dugc thd nghiém Tong dd chinh xac Tong dd chinh xac (%)

Coro Email and Cloud Security 5,615/5,960

*©dnh gid Tong dé chinh xdc két hop gitia Khd ndng bdo vé va ghi nhédn cdc trudng hgp False Positive.
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3. Danh gia Kha nang bao vé va xu ly tin hgp 1é

Chan; TU choi; Théng bao; Can thiép hiéu chinh (+10 cho threat;-10 cho tin hdp 1€): Néu dich vu phat hién threat va chan

bat ky thanh phan quan trong nao cuda nd ti€p can ngudi nhan du kién, ching toi sé cdng 10 diém.

Pua vao thu muc Quarantine (TU +6 dén +10 cho threat; -6 dén -10 cho tin hgp 1&): Cac dich vu can thiép va chuyén cac
tin d6c hai vao thu muc Quarantine sé& dugc cong diém tuy thudc vao viéc ngudi dung hoac quan tri vién (QTV) co thé khoi

phuc tin do hay khéng.
Pua vao thu muc Junk (+5 cho threat; -5 cho tin hgp 1&): Tin dugc chuyén dén thu muc Junk clia ngudsi dung.

Hop thu dén (-10 cho threat; +10 cho tin hgp 1&): Méi trudng hgp tin ddc hai vugt qua dugc hé théng bao mat va lot vao
Hop thu dén cla ngudi dung sé bj tri 10 diém. Tat ca cac tin hop 1é duge dinh tuyén chinh xac sé dudc cdng 10 diém.



Thé Ié tinh diém cac két qua khac

Hanh déng Threat Tin hgp 1é
Hop thu dén -10 10
Thu muc Junk 5 -5
Thu muc Quarantine (QTV) 10 -10
Thu muc Quarantine (Ngudi dung) 6 -6
Théng bao 10 -10
Budc dung 10 -10
TU choi 10 -10
Chan 10 -10
Hiéu chinh (Cho phép) -10 10
Hiéu chinh (TU choi) 10 -10
Thu muc Junk (TU choi) 10 -10
13 Thu muc Junk (Cho phép) -7 7
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Cong thuc tinh diém danh gia tong quat

Panh gia Kha niang bao vé bBanh gia Kha nang nhan biét
' tin hgp lé

Protection rating =

(10 x number of Stopped etc.) + Legitimate rating =

(6-10 x number of Quarantined) + (10 x number of Inbox) +

(5 x number of Junk) + (-5 x number of Junk) +

(-10 x number of Inbox) (-6-10 x number of Quarantined) +

etc. (-10 x number of Stopped etc.)
etc.

Cac hang muc nay dua trén danh gid clia ching téi vé muc dé quan trong cla cac két qua khac nhau. Ban coé thé s dung dU

liéu tho tU bdo cdo nay dé tu xay dung danh sdch hang muc danh gia cuda riéng minh.
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Chi tiét danh gia Po chinh xac

Vé Kha nang bao vé

San pham dugc thi nghiém Ty lé chinh xac

Coro Email and Cloud Security 4 545/4 860

Ty lé chinh xac (%)

94%

Vé Kha nang nhan biét tin hgp 1é

San pham dugc thi nghiém Ty lé chinh xac

Coro Email and Cloud Security 1,070/1,00

Ty lé chinh xac (%)

97%
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4. Két luan

Bai thd nghiém nay da dat Coro Email and Cloud Security trudc nhiéu méi de doa khac nhau. Chung t6i da st dung cac phuang
thdc tan cdng cé muc tiéu da dudc ghi nhan trong thuc té€, tuong tu nhu cach ké tan cong ngoai dgdi thuc dp dung. Cac phudng
thdc nay bao gom Phishing cé muc tiéu, ma doc tuy bién, cic ky thuat xdam nhap doanh nghiép va cac loai hinh Social

Engineering khac.

Két qud thd nghiém cho thdy Coro Email and Cloud Security dd hoat déng hiéu qua trong viéc cung cap I8p bao vé bd sung
chéng lai cac loai hinh tan cdng email tinh vi thudng dudgc trién khai bdi cadc nhém tin tdc do qudc gia bao trg (APT). SAn pham

da phat hién 99% cac cudc tan cdng va cé kha nang bdo vé chong lai 94% trong s6 doé.

San pham da hoat dong rat hiéu qua trong viéc nhan biét tin hgp 1é va dat dugc Ty 1é d6 chinh xac xuat sac 1a 97%. K&t qua nay,
két hgp v8i Ty & phat hién chinh xac moi de doa 99% va Ty |é bao vé chinh xac 94%, da goép phan tao nén Téng doé chinh xac la
94%, Mot két qua xuat sac giup Coro Email and Cloud Security xing dang dem vé giai thudng AAA cho IPSIP Viét Nam.
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Phu luc A: Chi tiét cac tan cong dudc su dung (1/2)

OilRig (Nang lugng)

Phudng thuc: Trang web dan dén file .exe

Nhom tan cdng bi tinh nghi dugc nha nudc Iran bao
trg hoat dong tU nam 2014, nham vao céac linh vuc
nhu tai chinh, chinh phd va nang lugng théng qua
cadc cudc tadn cong chudi cung Ung, st dung co sd ha

tang cua Iran.

MuddyWater (Quéc phong)

Phuong thic: Link an dan dén file .exe

Nhém gian diép mang coé lién két véi MOIS cua lIran,
hoat dong tU nam 2017. Nhém nay nham vao cac khu
vuc chinh phd va tu nhan bao gébm qudc phong, vién

théng va nang lugng trén nhiéu chau luc.

Saint Bear (Chinh phu)

Phuong thic: Link an dan dén file .exe

Nhom tan cong threat cé lién két véi Nga hoat dong
tU nam 2021, nham vao Ukraine va Georgia. Nndm
nay sU dung cac cbng cu nhu Saint Bot va OutSteel,

dua vao Phishing va cac tai liéu gida mao.
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Phu luc A: Chi tiét cac tan cong dudc su dung (2/2)

APT38 (Tai chinh) APT29 (Nghién cuu)

Phuong thuc: File .exe dugc nén (.zip) Phuong thuc: shellcode/exe

Nhém tan cong threat cod tru sa tai Triéu Tién nham Co tru sd tai Nga va co lién két v8i cs quan tinh bdo
vao cac ngan hang, td chuc tai chinh va cac san giao nudc ngoai. Nnébm nay nham vao cidc mang ludi
dich tién ma hoda tai han 30 quéc gia. Cac cudc tan chinh phud va cac vién nghién clu bang cach st dung
cbng dang chu y bao gom Ngan hang Bangladesh. cac tép PDF doc hai di kem tai liéu moi nh.

Windshift (Ha tang trong yéu)
Phuong thic: Link an dan dén file .exe

Nhom tan cdng threat hoat déng tu it nhat nam 2017,
nham vao cac cd nhan cu thé dé gidm sat trong cac
c3 quan chinh phd va cd sd ha tang trong yéu trén

khap Trung Bong.




Phu luc B: Hinh anh truc quan vé tan cong cé muc tiéu

Targeted Attack Details

Targeted Attack Stopped
Business Email Compromise 0
Phishing 34
Social Engineering 1
Malware 0
Total 35
Business
Email Phishing
Compromise 100%
92%
19

Blocked

|0 |O|O

Quarantine
(admin)

7
265
73
40

385

Social
Engineering

95%

Rejected

10|00 |0

Edited
(deny)

1

0

0
20

21

Malware
100%

Quarantine
(user)

0

0
0
0

Junk
(deny)

2

1
0
0

Junk
Folder

14
0
21
0

35

Junk
(allow)

0

0
0
0

Edited
(allow)

0

0
0
0

Total
97%

Inbox

o oo o N
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Bang chi tiét cac cudc tan cong cé muc tiéu

Bang dudi day tédm tat cach san pham dich vu xu ly cac loai threat pho bién khac nhau. San pham dudc thi nghiém khéng nhat

thiét phai thuc hién tat cd cac phuang an xu ly du kién, vi vy bang chi hién thi nhing két qua thuc té da xay ra.

Tan céng c6 muc U e Al U e U e Thu muc Uit e Hiéu chinh nIEre
tidu 9 ; Quarantine chinh (TU Quarantine Junk (TU Junk Junk (Cho (Cl:mo hép) thu
(QTV) chai) (Ngusi dung)  chai) phép) PReP) gé&n
SUELCES Sl 0 0 7 0 1 0 2 14 0 0 2
Compromise
Phishing 34 0 265 0 0 0 1 0 0 0 0
Social Engineering 1 0 73 0 0 0 0 21 0 0 5
Malware 0 0 40 0] 20 0] 0 0] 0] 0 0

Tong cdng
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Chi tiét danh gia Kha nang xu ly tin hop 1é

Cac két qua nay cho thay muc dé hiéu qua cuda dich vu trong viéc xU ly cac tin khong gay de doa. Can bang gilia viéc cho phép

n&i dung hap [é va chan n6i dung doc hai la yéu to then chot doi véi hau hét moi loai hé thong bao mat.

San pham dudgc " - Hiéu chinh Thu muc Junk Thu muc Quarantine o
thit nghiém Hop thu dén (Cho phép) Thu muc Junk (Cho phép) (QTV) Chan
Coro Email and
Cloud Security 1o & Z 2 & o
Coro
Email and
Cloud Security
100%
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Phu luc C: Phién ban san pham

Bang dugi day hién thi tén cda san pham dich vu dugc st dung trén thi trudng tai thdi diém thd nghiém.

Nha cung cap San pham Phién ban dau Phién ban cuoi

Coro Email and Cloud Security 2.5.65.1(3.2) 25751 (3.4.2)
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Phu luc D: Thuat ngir (1/2)

Thong bao: Dich vu da ngan threat dugdc chuyén dén va thong bao cho ngugdi dung. Khéng cé tuy chon khoi phuc.

Budc ding: Dich vu dd am tham ngan threat dugc chuyén dén.

TU choi: Dich vu da ngan moi de doa dugc chuyén dén va gui thong bao cho ngudi gui.

Hiéu chinh (TU chéi): Dich vu da chuyén thu dén nhung chinh sta thu dé loai bo néi dung doéc hai.

Thu muc Junk (TU chéi): Dich vu da chinh sla thu va chuyén thu dén thu muc Junk dich. N&i dung déc hai da dudc loai bo.

Chan: Dich vu dd ngan mai de doa dugc chuyén dén va ghi nhat ky su kién.



Phu luc D: Thuat ngir (2/2)

Thu muc Quarantine (Quan tri vién): Dich vu da ngan chan threat dugc chuyén dén va Iuu git mét ban sao; chi quan tri vién

Mdai co thé khoi phuc ban sao nay.

Thu muc Quarantine (Ngugi dung): Dich vu dd ngan chan threat dugc chuyén dén va luu gitt mét ban sao; ngusi dung cé thé

khoi phuc ban sao nay.

Thu muc Junk: Nén tdng email da chuyén thu dén thu muc Junk clia ngudsi dung.

Thu muc Junk (Cho phép): Dich vu da chinh sda thu va chuyén thu dén thu muc Junk nhung khéng loai bd ndi dung déc hai.
Hop thu dén: Dich vu khéng phat hién hodc khéng bao vé dudgc khaoi threat.

Hiéu chinh (Cho phép): Dich vu da chinh slda thu va chuyén thu dén Hop thu dén dich nhung khéng loai bd néi dung déc hai.
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Phu luc E: Cau hoi thudng gap

Cac t6 chuc déi tdc dudc hudng Igi tU dich vu tu van
cla chung toi sau khi thd nghiém dugc thuc hién. Doi
tac co thé dugc truy cap dU liéu chi tiét, phuc vu céac
hoat dong cai tién gidi phap, dong thai dugc phép su
dung logo gidi thudng cho muc dich tiép thi khi phu
hop. Chung toi khéng chia sé dU liéu cho mot bén doi
tac thd ba. Chung t6i khdng thiét 1ap quan hé doi tac
v3i cac té chiic khédng tham gia hoat ddng thd nghiém

cla chung toi.

Chudng tdi san sang chia sé mién phi mét mudc d liéu
thd nghiém nhat dinh v38i cac bén tham gia khéng
phai doi tac. Muc dich la cung cap du di liéu dé ching
minh rang két qua la chinh xac. Baéi vai dU liéu chuyén
sau han, phu hgp cho muc dich cai tién gidi phap,
chung t6i khuyén nghi tréd thanh déi tac cua IPSIP.



Luu y vé Bao cao IPSIP Viét Nam

1. Thong tin trong bdo cdo nay cé thé dugc IPSIP Viét Nam slia d6i ma khéng can théng bao trudc.
2. IPSIP Viét Nam khoéng cé nghta vu cap nhat bdo cdo nay vao bat ky thai diém nao.

3. IPSIP Viét Nam tin rang théng tin trong bdo cdo nay la chinh xac va dang tin cay tai thai diém céng bo, nhung khéng dua ra

bat ky ddm bao nao vé diéu nay.

4. NOi dung culia bdo cdo nay khdng cau thanh khuyén nghi, bdo dam, xac nhan hoac bat ky hinh thldc ching thuc nao khac déi
v3i cac giadi phap dudgc liét k&, dé cap hoac thd nghiém.

5. Qua trinh thd nghiém va cac két qua sau dé khéng bao ddm rang cac gidi phap khéng co rdi ro hodc ban sé dat dugc két qua

tucong tu nhu vay.

6. Moi Nnhan hiéu, tén thudng hiéu, logo hodc hinh anh dudc st dung trong bdo cdo nay déu thudc vé cac chu sd hliu tusng Ung.
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